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FOREWORD

Financial value creation and protection of people, the environment and material
assets generally pull in the same direction, where good safety contributes to
positive economics. Risk management is intended to equip companies to find such
good solutions, and to strike a reasonable balance in the event of conflicting goals
for financial value creation and safety. Risk management is a prerequisite for the
performance-based regulatory regime in the Norwegian petroleum industry.

The need to continue developing risk management for major accident risk has been
pointed out in a number of contexts. Questions usually raised in the wake of accidents
include whether those responsible had the information they needed when decisions
which contributed to the incident were taken? Did they understand the circumstances
as well as the consequences of their operations and the decisions they took? Did the
circumstances change? Were they able to see and handle these changes? Did they
make assumptions which later turned out to be wrong? And did their decisions make
it difficult to work at the sharp end?

The purpose of this memorandum is to make a contribution so that companies in

the petroleum industry can continue developing their own risk management. We
raise key issues seen from our perspective, based in part on input from the industry.
The aim is to contribute to an improvement in practice within the framework of the
current regulations. No new requirements are introduced, and our supervisory activi-
ties will be based on the requirements specified in the regulations. This memorandum
does not form part of the petroleum regulations.

Achieving good risk management requires that the individual company recognises
the potential for serious accidents.

The memorandum covers the following main points.

- Risk management can only function as intended when integrated in the
other decision processes.

- Before decisions are taken, issues relating to health, safety and the
environment (HSE) must be adequately identified. Uncertainty has to
be taken into account.

- Robustness is a key requirement because changes and surprises can occur.

- Knowledge of, involvement in, commitment to and engagement with safety must
be a core value. This must shape decisions in every part of the organisation.

Important elements in the scientific basis for risk management are presented
in these pages.

| would urge everyone to make active use of this memorandum, both internally
in the companies and between them.

Anne Myhrvold, director general,
Petroleum Safety Authority Norway

June 2018
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SUMMARY

Players in the Norwegian petroleum industry are
given great freedom to find good ways of wor-
king. This is reflected in the performance-based
regulatory regime. The goal is that the industry
itself considers the specific nature of each of the
activities. The prerequisite is that the compani-
es manage risk well. The requirement for risk
management therefore occupies a key place in
Norway’s HSE legislation.

The need to continue developing risk manage-
ment has been emphasised in a number of
contexts. Particular stress has been placed on
- continuing to focus attention on major
accident risk
- taking ownership of residual risk
- systematic transfer of experience
- being conscious of the risk associated
with the operating parameters set by
management.

This is why the PSA is publishing this memor-

andum, which addresses the following main

points.
- How can risk management avoid becoming
something pursued outside the company’s ma-
nagement processes, without real influence on
decision processes? Risk management can only
function as intended when integrated in the
other decision processes. A unified approach
ensures that a balance is struck between pri-
orities, including different areas and parts of
the organisation. See chapter 2 in particular.
- lIssues relating to HSE must be adequately
identified before decisions are taken. The de-
cision basis must possess the necessary quality,
and different options and consequences must
have been investigated. Relevant specialists,
the safety delegate service and user groups
must have been involved. Uncertainty has to
be taken into account. A high degree of un-
certainty or great potential consequences
calls for a cautious approach. This is discussed
in chapters 2 and 3.
- Robustness is the ability to deal with chan-
ged circumstances and with failures, hazards

and accidents. The requirement for robustness
occupies a key place because surprises can
occur. This must be given particular emphasis
where incidents have a high potential. See
chapter 3 for more.

- The points above are important aids on
the road to good risk management, but
knowledge, involvement and a commitment to
safety must be a core value. This must shape
decision processes in every part of the orga-
nisation at all times. That applies particularly
on occasions when the industry is under pres-
sure. See more about this in chapter 4.

Financial value creation and protection of peo-
ple, the environment and material assets gene-
rally pull in the same direction, where good safe-
ty contributes to positive economics. In the event
of conflicting objectives, the right balance must
be struck between safety and value creation so
that safe solutions can be found within prudent
financial parameters. At times, such an assess-
ment could indicate that the activity cannot be
pursued because the risk is too great.

Good risk management will equip the industry
to find solutions which are good for both safety
and economics, and to strike a sensible balance
between conflicting financial and safety objecti-
ves. Priority must be given to measures in those
areas which yield the greatest benefit for both
value creation and safety.

The PSA considers that agreement prevails in the
industry on the main points in this memorandum.
Nevertheless, it finds that the topics listed above
are those where the industry faces the biggest
risk-management challenges. A particular des-
cription of these is provided in chapter 5.

In its preparatory work on the memorandum,
the PSA has pursued a broad dialogue with

the players. A number of questions and topics
have been debated, and the players themselves
have been allowed to identify the issues they
believe to be important in connection with risk
management.

! See, for example, the Engen report (2013), the PSA's follow-up of Deepwater Horizon (2014), the PSA’'s memorandum on the

risk concept (2016) and work by the Norwegian Oil and Gas Association in the projects on black swans (2017) and enhanced

risk analyses (2015).
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1 INTRODUCTION

1.1 THE PURPOSE OF THE MEMORANDUM
The purpose of this memorandum is to contribute
to the industry’s continued development of its
own risk management. The PSA raises key topics
from its perspective, in part on the basis of input
from the industry.

The memorandum is intended to contribute to an
improvement in practice within the parameters of
today’s regulatory regime.

1.2 BACKGROUND

The need to continue developing risk manage-

ment has been identified in a number of contexts,

as outlined below. As a result, the PSA has deci-
ded to publish a memorandum on the subject.

* The Engen commission appointed by the
Ministry of Labour and Social Affairs (2013)
concluded that the present regime functions
well and should be retained, but that further
development of risk management — parti-
cularly in relation to major accident risk — is
important.

* The report on trends in risk level in the pe-
troleum activity seeks to give the parties a
common understanding of conditions which
influence the level of risk. Its findings indicate
not only that significant improvements have
been made in a number of areas over many
years, but also that opportunities exist for
further improvement.

* The Deepwater Horizon disaster demonstra-
ted a need to reassess principles and met-
hods associated with risk management and
the way these are practised. In the wake of
this accident, both the regulatory authorities
and the industry itself have taken a number
of initiatives in Norway relating to risk and
barrier management and to management

follow-up (PSA 2014, Norwegian Oil and
Gas 2012). The PSA (2014) concluded that
such initiatives must be subject to continuo-
us assessment and development in order to
reap lasting effects.

* A Norwegian Oil and Gas work group on
enhanced risk analysis (2015) has revie-
wed current practice in order to identify
improvement areas for risk-informed de-
cision processes. It has been pointed out
that, in many cases, a risk-informed decision
basis arrives too late. Norwegian Oil and
Gas has also published a report on black
swans (2017), which identifies the need for
an expanded perspective on risk where
knowledge-building, experience transfer
and learning are given an even more central
place.

*  Furthermore, the risk concept in the regulati-
ons was clarified in 2015, with attention focu-
sed on uncertainty, and the PSA published a
memorandum in 2016 which describes what
it wants to see achieved with this clarificati-
on. The 2016 memorandum clarified the risk
concept, while this document provides further
clarification of the management aspect of risk.

1.3 WHY IS RISK MANAGEMENT

IMPORTANT?

Financial value creation and protection of

people, the environment and material assets

generally pull in the same direction, where good
safety contributes to positive economics. Good
risk management is intended to equip compani-
es to find such good solutions for both financial
value creation and for protecting people, the

environment and material assets, and to strike a

sensible balance between conflicting objectives

for these aspects.
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Within the framework of the performance-
based regulations, players in the Norwegian
petroleum industry have considerable freedom
to find good ways of conducting their operati-
ons. The regulations open the way for innovation
and take account of the distinctive character of
each enterprise, local conditions and operatio-
nal requirements. A prerequisite for the proper
functioning of the performance-based regulatory
regime is that the players accept responsibility
and implement good processes for managing
risk. The regulations specify requirements for risk
management and reduction processes, which also
include an expectation for further development
of and improvement in the level of HSE.

Good risk management will provide opportuni-
ties to use resources in a way which has the best
effect on safety and economics. That calls for a
firm understanding of how good risk manage-
ment can be conducted in practice.

The risk concept relates to the consequences of
the overall enterprise, and not simply those of

a single activity or incident on the facility. Risk
associated with a specific activity is not restric-
ted to that activity alone. It is influenced by the
way the activity is planned, where it takes place,
under which parameters and in what context. All
decisions taken at all levels in an organisation
ahead of an activity therefore determine the
risk which the enterprise is exposed to, as descri-
bed in the PSA’'s 2016 memorandum on the risk
concept.

1.4 APPROACH

In its preparatory work for the memorandum,
the PSA has conducted a broad dialogue with
the players through a number of technical
meetings with operators, shipowners, contractors

and unions as well as academics. Work on the
memorandum has also been discussed in the
Regulatory and Safety Fora. The Norwegian
Environment Agency and the Norwegian Directo-
rate of Health (via the county governor of Roga-
land) have also been informed about the project
and have provided input to the memorandum
before publication.

A number of issues and subjects have been de-

bated, and the players themselves were asked to

identify what they regard as important. Gene-

rally speaking, the debate and the contributions

have revolved around the following questions:

* what is required to ensure good risk
management?

* what tools are helpful for risk management?

* what key prerequisites and principles under-
pin unified and integrated risk management?

* what are perceived to be the biggest
challenges?

* what are the necessary success criteria?

In its meetings with the companies, the PSA has
given emphasis to broad participation and
ensuring the involvement of relevant decision-
makers, because these have a special respon-
sibility for risk management. Risk management
specialists at the players have also taken part.
The technical meetings and dialogue with the
industry during the project have been very useful
in ensuring that the relevant issues are discussed
in the memorandum. The meetings have also hel-
ped to ensure that the industry and the PSA have
a shared picture of what good risk management
comprises. This memorandum expresses the PSA’s
standpoint as a knowledge communicator and
regulator.
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1.5 LIMITATIONS

“Risk management” in this memorandum is
confined to the PSA’s area of responsibility. The
subjects covered are based on major accident
risk, but are also relevant for the working and
natural environments, health, safety, security and
so forth.

The memorandum covers only selected topics. It
is not a textbook, and is not intended to cover all
important issues in the risk management field. The
memorandum should be viewed in relation to ot-
her technical work at the PSA, such as the barrier
memorandum, the documentation and learning
projects, and the publication on HSE and culture.
Note in particular that the memorandum builds
further on the work of clarifying the risk concept
described in the PSA’s risk concept memorandum

(2016).

This memorandum is not part of the petroleum
regulations, and intfroduces no new requirements.

1.6 TARGET AUDIENCE

The memorandum is addressed primarily to
decision-makers and managers at all levels in the
industry, from company directors down to super-
visors. Important decision-makers could also be
outside the management structure, not least in the
safety delegate organisation. Other players with
important roles may benefit from the contents of
this memorandum as well.

1.7 CONCEPTS

Key concepts are applied and interpreted in a
number of ways within risk management. This is
because such management is used in many disci-
pline areas and in different decision circumstan-
ces, including disciplines outside the PSA’s area
of responsibility.

Two key concepts in the memorandum are cla-
rified below. Otherwise, recognised terms are
used as far as possible, primarily as applied in
ISO 31000 (including ISO Guide 73). The PSA
sees that certain groups and discipline areas will
use other terms and interpret them differently.

It emphasises the need for good clarification,
communication and shared understanding of
terminology.

Risk assessment: An overall process of risk
identification, risk analysis and risk evaluation.

(ISO 31000).

The PSA’s comment: This can be conducted in
various ways as needed. Assessments could, for
example, be conducted through brainstorming
and group discussions without the use of formal
analysis methods. The concept should not be
understood to mean that each risk assessment
demands major analyses.

Robustness: The ability of the system and or-
ganisation to maintain their function when cir-
cumstances change and in the event of failures,
hazards and accidents. Robustness is the opposi-
te of vulnerability (NS5814:2008), which deals
with the inability to handle such circumstances.

This ability includes not only withstanding, but
also adapting. Changes in circumstances include
nonconformities, stress, errors and minor incidents.
It is also necessary to be robust against more
serious circumstances, and section 5 of the mana-
gement regulations on barriers occupies a

key place in this respect.
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2 RISK-INFORMED ENTERPRISE
MANAGEMENT

Enterprises must be managed in
order to reach their goals

Enterprises must be managed in order to reach
the goals they set for themselves, including am-
bitious goals for major accident safety and HSE.
A management cycle? provides a model for such
enterprise and activity management. This cycle

is a management principle which crops up in
relevant standards for enterprise and risk mana-
gement, and in company management systems®.

ISO 31000 defines risk management as “coordi-
nated activities to direct and control an organi-
sation with regard to risk”.

Priorities must be set for using resources in those
areas which yield the greatest benefit for both
financial value added and safety.

Integrated risk management

Financial and safety considerations generally go
hand in hand and usually pull in the same dire-
ction. Good safety will then contribute to positive
economics. But financial and safety considerati-
ons can also give rise to conflicts over objectives.

A balance must then be struck between safety
and financial value creation so that safe soluti-
ons can be found within prudent financial pa-
rameters. The opportunity to find such solutions
is greatest in early phases, and becomes more
difficult the more fixed activities, decisions and
operating parameters become. ISO 31000 the-
refore makes it clear that effective risk manage-
ment depends on being an integral part of the
organisation’s enterprise management, and not
an isolated activity.

Striking a good balance between several
considerations requires that decisions are taken
with good information on risk, among other
aspects. A balance between financial value
creation and safety is more difficult to achieve
in sectors where incidents with a big potential
exist. Setting ambitious targets for managing risk
is thereby important as a driver in safety work.
More resources are therefore generally app-
lied to risk reduction in such sectors, and good
risk-informed enterprise management is a key
to success.

Risk management is a recognised tool for achi-
eving the goals set for financial value creation
and safety, and for striking a good balance
between these obijectives.

2 Also known as the Deming cycle or the PDCA cycle from "plan, do, check, act”.

3 The petroleum industry is to a certain extent complex, with dynamic changes, uncertainty about oversight and control,
and the need for flexibility. Such operations must be managed in accordance with the principles for prudent activity,
and from a system perspective. See for example Power (2004). The important consideration is that management systems

based on a system perspective must also be risk-informed.
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Surprises

Knowledge that
has not been included
in the assessments

Knowledge based
on models and known
interrelationships

Knowledge based
on data
i

Figure 1: Uncertainty means a lack of knowledge. Decision-makers must therefore often “doubt their way”

to greater understanding of uncertainty.

Risk-informed enterprise management
means that the decision-maker is
well-informed about risk at a
sufficiently early time

When the industry describes good risk manage-
ment, it outlines processes where decisions are
taken on the basis of appropriate information
acquired ahead of the decisions. In other words,
they are conducting risk-informed enterprise
management.

The following are good examples.

- Decision-makers make active efforts to
obtain relevant information from their own
company and elsewhere in the industry
before making decisions.

- Decision-makers have good discussions on
the information they possess and the strength
of the knowledge involved, and use this in
their decisions. This is discussed further in
chapters 3 and 4.

“Doubt is the key to knowledge®»

People who take a critical approach can be

said to “doubt their way” to greater understan-
ding when making a decision. They ask questions
and involve employees, contractors and suppliers
with the aim of securing a decision basis which
covers the whole knowledge area presented in
figure 1.

Unified risk management

A good risk management process is integrated
and unified, and has a decision basis which is
appropriate and available ahead of the decisi-
ons. Unified risk management can be understood
as a coordinated management of aspects asso-
ciated with risk, conflicting goals, needs and risk
acceptance at different levels and in different
units and discipline areas in the enterprise.

An example could be the conflict between good
natural ventilation and providing good working
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conditions in the process area. Good natural venti- A normal description of enterprise management
lation will reduce the threat of gas accumulations is presented in figure 2.

and explosion pressure. Good working conditions

could reduce health burdens for employees, but 1. The first requirement is to understand the
could in some cases be in conflict with for instance enterprise and activity, and what delivery
(goal) is desired. Understanding the context
and the requirements posed for the enterprise
or activity is important here. Furthermore, risk
and possible reasons why things might not go
as wanted must be identified, along with their

the need for ventilation.

Another example is the goal of good progress
for a development project, which could be at the
expense of sufficient time to reach safety objecti-
ves. Excessive attention to progress could, as Nor- consequences.

wegian Oil and Gas (2015) writes, create circum- 2. The decision on how the enterprise is to be run

stances where decision support comes too late.

In a unified approach to risk management,
security risk (intentional undesirable incidents)
is one of several considerations an organisation
must take into account. Knowledge of intentio-

or the activity conducted must take account of
the understanding achieved in step 1. This re-
quires consideration of whether the plans are
robust against changed circumstances, and
whether decision-makers are well-qualified to
take such a decision.

nal undesirable incidents as a phenomenon, and 3. The activity must be conducted as planned,
methods for implementing security measures, must and it is important that those who conduct it
form part of unified risk management. have understood the operating parameters
for what they are to do as well as processes
and procedures developed for the job. It is
also important that they have understood the
basis for the decisions, the consequences and
the uncertainties, so that they can react corre-
ctly if changes occur.

A challenge many face today is that a divide runs
not only between security and other disciplines, but
also within the security discipline. Such divides have
been seen between discipline areas for physical se-
curity, personnel security, IT (office networks) and
industrial process and security systems (operational 4. Continuous assessment of execution, delivery
and attainment of goals is important in order
to learn while conducting the activity, and to
perform better next time something similar is
to be done. Attainment of goals can include a
number of aspects, but should naturally inclu-
de safety — in other words, accidents have
been successfully avoided.

technology — OT). This has prevented a unified
understanding of security-related risk.

Understand the
task and desired

/ delivery \

4.0, s
This memorandum uses “risk-informed” as a term

in place of “risk-based” in order to point out that
enterprise management and decisions must not rest

Decide — based
on good under-
standing of risk

exclusively on the findings of a risk analysis. Such
Finish and learn analyses have their limitations, and aspects such as

uncertainty and strength of knowledge, the goals of
the enterprise, external requirements and rules, and

the values of other stakeholders must be included.

“Risk-based” is a term in ISO 31000 which the
Perform as PSA considers actually to mean the same, and it
planned accordingly warns against an interpretation where

decisions are taken “mechanically” on the basis of
the risk analyses.
5 Persian proverb.

Figure 2: Risk-informed enterprise and
activity management.
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3 DECISIONS MUST TAKE
ACCOUNT OF UNCERTAINTY

3.1 UNCERTAINTY IS A KEY COMPONENT
OF THE RISK CONCEPT
Uncertainty is a key component of the risk
concept. Taking account of uncertainty when
choosing solutions and measures is therefore a
regulatory requirement. See section 17 of the
management regulations on risk analyses and
emergency preparedness assessments.
Uncertainty takes various forms. It is uncertain
which incidents will occur, how often, how they
will arise and what the consequences will be
should they occur.

Taking account of uncertainty means
clarifying the strength of knowledge

Uncertainty must be assessed. It could be
argued, for example, that a specific type of
incident is unlikely to occur in a given period.
These assessments build on a certain level of
knowledge, based to a varying degree on data,
information, testing, analyses, arguments, theory,
models, assumptions and so forth.

Determining wave heights for use in designing
facilities, for example, requires a lot of data from
the relevant location. Good models, theories and
assumptions are also needed (such as the models

provided in Norsok N-003 and ISO 19901-1).

This knowledge can be more or less strong.
“Taking account of uncertainty” also means
clarifying what this knowledge comprises and
how good it is. If it is weak, assessments based
on it will have little impact.

Where security risk analyses are concerned,

for example, few people currently describe the
strength of the knowledge or the uncertainty.

This means that an unrealistic picture of the risk

is provided, and decisions are taken on an errone-
ous basis.

The strength of knowledge says
something about what impact the
assessments should have

An important element in this work is to clarify
which assumptions the assessments build on, and
the effect if these assumptions are wrong. The
knowledge basis could be more or less good

or even completely wrong. “Taking account of
uncertainty” means in particular that this know-
ledge — these perceptions — and these assumpti-
ons are investigated with an eye to weaknesses,
possible errors and potential surprises.

Taking account of uncertainty means
systematically seeking out potential
surprises

The conclusion is often drawn that an incident
can be ignored because of its low probabi-
lity. Such probability assessments can build
on inaccurate or weak assumptions. “Taking
account of uncertainty” means concentrating
systematically on this problem and seeking out
potential surprises. It is particularly important
in this work to be aware of what is known in
the organisation or in the industry beyond,
but unknown to those making the assessment
(“unknown knowns”).
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Risk management and the regulations are ba-
sed on three main categories of ways to meet
risk:
- risk-informed enterprise management
- the cautionary and precautionary
principles
- dialogue between decision-makers,
specialists and executing personnel.

Risk analyses have a key place in
good risk management, but require
an understanding of their limitations

Conducting and applying risk analyses can form
an important element in the decision basis when

decisions of significance for HSE are to be taken.

They therefore occupy a key place in good risk
management. At the same time, good use of risk
analyses depends on an understanding of their
limitations, strengths and weaknesses.

If the consequences of an activity are
serious and uncertain, the cautionary
principle must be applied

The cautionary principle is applied precisely
because risk assessments are not perfect. They
do not reflect any objective reality, but provi-
de assessments which can be more or less good
and even wrong. Surprises can arise in relation
to the conclusions in the risk assessments. Many
requirements in the regulations, and the need to
pay attention to knowledge and uncertainty in
assumptions, therefore have their background in
the cautionary principle.

This principle states that, if the consequences of
an activity or enterprise are serious or uncertain,
measure should be taken to reduce the risk and

uncertainty, or the activity should not be pursued.

An example of the cautionary basis of the regu-
lations is that specific requirements — such as fire
walls between main areas — cannot be ignored.

In other words, the regulations set a number of
specific requirements for robustness because sur-
prises are possible relative to the decision basis.
Furthermore, section 5 of the facilities regulations
requires robust solutions to be chosen.

The precautionary principle is a special case of
the cautionary principle which applies when the
uncertainties are “scientific”. This could include
the phenomena involved not being scientifically
understood — using new chemicals, for exam-
ple, when the long-term effect on humans is not
known.

An example is when a serious security incident is
found to have a low probability and can thereby
be ignored. A challenge here is that the knowled-
ge could be more or less strong. A few companies
have therefore chosen to assume the worst credible
scenario when establishing risk-reducing measures.

Take account of uncertainty through:
risk-informed enterprise management,
the cautionary principle and dialogue

Taking account of uncertainty means giving
weight to all forms of risk management, par-
ticularly the cautionary and precautionary
principles. Trade-offs will always be needed —
over costs, for example — but taking account of
uncertainty means that uncertainty assessments
must always be conducted. Dialogue is discussed
in more detail in chapter 4.

Risk-acceptance criteria are discussed by
Norwegian Oil and Gas (2017). To summarise,
a risk acceptance criterion is fulfilled when the
probabilities are
* within the criterion, and the knowledge

is strong, or
* within the criterion by a big margin,

and the knowledge is not weak.
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3.2 RISK REDUCTION PROCESSES

The risk reduction process does
not stop even if the risk acceptance
criteria are met

Do risk reduction processes stop when the
risk-acceptance criteria are considered to be
met? No is the answer. The PSA highlights that
risk is to be dealt with and reduced even furt-
her, and as far as possible. This is discussed in
the following paragraphs, with the emphasis on
uncertainty.

In NORSOK Z-013:2010 Annex AS, the industry
describes processes which balance the need

for an ambitious level of safety against value
creation, cost-efficiency and what can realisti-
cally be achieved.

NORSOK Z-013 emphasises documenting accep-
ted and rejected risk-reduction proposals. The
standard also emphasises a “reverse burden of
proof” — in other words, being able to show why
a proposal is not implemented.

The proposals must be implemented unless an
unreasonable imbalance between cost and
benefit can be demonstrated.

The PSA emphasises that a pure cost/benefit
assessment based on expected values is not
enough to demonstrate an unreasonable im-
balance. Expected values reflect uncertainty
(know-ledge strength), robustness and surprises
to only a limited extent.

When the requirements above are taken into
account, these simple assessment criteria can be
established as an example of a balanced cost/
benefit assessment for proposals which improve
safety.

1. If the cost is low, the proposal will be
implemented.

2. If the cost is not significantly out of balance
with the risk reduction, the proposal will be
implemented.

3. If other aspects justify it, implementation of
the proposal is considered. Other aspects
could include substantial uncertainty, the
need for barriers and robustness, and so
forth.

4. Furthermore, specific regulatory requirements
and established minimum solutions in the
industry cannot be ignored on the basis of
arguments about risk-informed cost/benefit
assessments.

Such assessment criteria are used in the industry
already, but the PSA observes that the same em-
phasis is not always given to item 3 about “other
aspects”.

Example: use of assessment criteria based on an
imagined development project where the need for
a subsea isolation valve (SS1V) is assessed.

An SSIV is an emergency shutdown (ESD) valve
which is usually installed on the flowline close to
a facility so that its contents can be isolated from
the latter. An SSIV could improve robustness by
limiting the quantity of hydrocarbons released

® As low as reasonably practicable (ALARP) is an established process in the industry, based on British legislation. The PSA
notes that ALARP is often understood as risk-reduction processes which also meet the requirements for risk reduction in the
Norwegian regulations, but it has also seen examples where ALARP is used in a way which does not contribute to risk redu-
ction (PSA 2007). Because of these varying interpretations, ALARP is not a concept used in the Norwegian regulations.
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Figure 3 lllustration of a subsea isolation valve.

during an accident. The scope of the incident is
then confined. One reason why the Piper Alpha ac-
cident on the UK continental shelf in 1988 became
so serious was the lack of such valves. SSIVs are
nevertheless excluded from a number of projects,
generally on the following grounds.

- The existing regulations specify the installation
of ESD valves which can halt hydrocarbon and
chemical flows to/from the facility and to/from
wells, and which isolate or section fire areas on the
facility. Furthermore, barriers are required in the
event of failures, hazards and accidents. On the
other hand, no specific requirement exists for ESD
valves of the SSIV type.

RISER ISOLATION VALVE

- Statistics can be used to argue that the proba-
bility of such incidents will be low, while installing
SSIVs involves a substantial cost.

Based on the assessment criteria described above,
it can be seen that the need for an SSIV is also
influenced by the strength of knowledge in the
risk assessments and the fact that the valve would
provide substantial robustness — particularly in re-
lation to rare but very serious incidents. Note that
the decision logic does not mean that such a valve
must always be installed, but that the need for it
must be assessed in a balanced manner where the
consequences of a worst-case scenario are also
assessed in the light of the cautionary principle.
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4 RISK IS MANAGED BY PEOPLE

4.1 INTRODUCTION

The risk management principles described in
chapters 2 and 3 are necessary, but not adequ-
ate without commitment, involvement, knowledge
and engagement.

Management — at all levels in the petroleum
industry — has a special responsibility to help
reduce the risk of major accidents. This concerns
the way management maintains an overview of

activities and risk conditions in its own operations.

Management must ensure that the responsibility
to understand and manage risk is clearly defi-

ned, both internally and between stakeholders

involved.

This special responsibility also means that ma-
nagement is conscious that the decisions it takes

influence operating parameters at the sharp end.

Contracts and their follow-up, for example, could
lead to a difficult balance between requirements
for progress and safety.

A commitment to safety must be not
only a priority, but also a core value

A commitment to safety must be not only a prio-
rity, but also a core value which shapes decision
processes in all parts of the organisation at all
times. This commitment must also be a core value
in difficult circumstances when not everything has
gone according to plan and when cost overruns
and delays threaten.

Management’s commitment to, ownership of and
engagement with safety is a precondition for
risk-informed enterprise management. lts priori-
ties are crucial for the way the company deals
with major accident risk.

Recognising that petroleum operations are asso-
ciated with risk is not the same as accepting that
accidents happen. On the contrary, recognising

risk allows for the implementation of measures
to reduce it.

A good HSE culture and management is a pre-
condition for achieving commitment to and enga-
gement with safety throughout the organisation.
The sections below identify important elements
related to HSE culture and management which
are relevant to good risk management

4.2 HSE CULTURE

An important characteristic of a good HSE cul-
ture is that the organisation provides fair tre-
atment, reporting, learning and flexibility. This
enhances motivation and contributes to a positive
commitment to safety work in the organisation.

A good HSE culture is characterised
by continuous, critical and detailed
work to improve HSE

Establishing a culture which is completely fair
represents an ambitious but important goal.
Everyone must be sure they will be fairly treated
when they raise issues of significance for safety.
That will support the ability and willingness to
correct matters, and promote trust and creativity.

Everyone must be sure they will
be treated fairly

Behaviour in an organisation usually attracts
positive and negative reactions — both formal
and informal. Being perceived as fair and con-
structive is important for this to function well in
practice.

In organisations with a good HSE culture, inci-
dents and near-misses are examined, reported
and used for learning in the enterprise’s risk
management processes. A good HSE culture is
one where people are trusted to be open about
their own errors without having to fear sanctions.
The benefit of reporting is visible through actions,
follow-up and learning in the organisation.
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A good HSE culture builds on
openness and trust between
employees and management

Rewards and sanctions related to goals can
undermine an HSE culture where incidents are
reported. This applies to both HSE goals and
efficiency. If, for example, a manager, an or-
ganisational unit or a supplier receive a bonus
because there are few incidents in their area
of responsibility, the result could be under-
reporting. It is important that goals are used in
a way which contributes to promoting a long-
term approach, commitment, engagement and

improvement. (Sintef 2015, PSA 2016).

CHECK POINTS
* How does the organisation treat people
who report hazardous conditions?
* Are people who speak out when they see
a danger signal/hazard taken seriously, va-
lued, ignored or regarded as troublemakers2
* How are goals used to manage risk?

Learning from one’s own experience and that of
others in order to improve risk management is
important. Drawing lessons from earlier incidents
is crucial for avoiding recurrences.

“Those who cannot remember the
past are condemned to repeat it.”
George Santayana, 1905

A learning culture is characterised by the abi-
lity to identify and react rationally to danger
signals, including when these are ambiguous or
diffuse. Where major accidents are concerned,
somebody in the organisation has often been
aware of the problems which led to the incident.

The Chemical Safety Board (2016) reports that
several cases involving delayed detection of well
kicks had been experienced on Deepwater Hori-
zon before the explosion and fire in the Gulf of
Mexico in 2010, without improvement measures
being implemented. One of the incidents had oc-
curred just over a month earlier. Information from

these incidents was not used to identify measures,
and the lack of conformity between procedures
and work practice identified after two previous
well kicks was not communicated to relevant parts
of the company.

Danger signals can be more or less clear before
an accident happens. Management has a special
responsibility to ensure that all important signals
are included in the enterprise’s risk assessments.

CHECK POINTS

* Are all relevant danger signals included in
the risk assessments?

* Are all relevant specialists and employee
representatives included in identifying risk?

* Is a subordinate encouraged to challenge a
decision by their superior? A contractor em-
ployee to challenge an operator employee?
Does this happen in practice?

* Are problems swept under the carpet be-
cause the information could create problems
for the organisation or the individual?

* Are work processes and procedures updated
and developed on the basis of experience?

* Does the organisation succeed in setting
sensible priorities and adjusting these?

* Is the greatest attention devoted fo the most
serious problems, or does the organisation
drown in minor issues?

The organisation’s flexibility
and robustness

An organisation must be flexible and robust to
be capable of dealing with uncertainty and
surprises. This means in part that it adapts more
quickly to changing external demands and
unexpected circumstances. Such a culture tackles
new conditions and changed tasks without affe-
cting safety.

Organisations in the petroleum sector can be
complex, technology-intensive and vulnerable to
human error. Their work is demanding in terms of
both technical expertise and coordination. Alt-
hough the work is often procedure-governed and
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much investment is made in training personnel in
procedures and routines, the latter also need to
be trained to handle the unexpected.

4.3 MANAGEMENT AND CULTURE

Aspects given systematic attention and priority
by management make a strong contribution to
shaping a culture. Management responsibility
and behaviour are therefore key elements in
work on the HSE culture. Managers are role
models when they take decisions and implement
measures which improve the working environment
and safety. It is important that they are conscious
of their leadership role, so that they communicate
the message in a considered manner during day-
to-day work and in the decisions taken.

Management’s visible engagement in
and commitment to risk management
are significant in shaping the organisa-
tion’s HSE culture.

The guidelines to section 15 of the framework
regulations on a sound health, safety and en-
vironmental culture emphasise in part the need
for a clear understanding in the organisation that
culture is not an individual quality but something
developed in the interaction between people
and given framework conditions. Management
responsibility and behaviour at all levels are
highly significant in achieving this.

An example is organisations where management
has clearly put security on the agenda and works
systematically on this. It then contributes to a good
safety culture where attention is given to security,
and continuous efforts are made to identify and
deal with risk in relation to infentional undesirable
actions.

Trust and credibility
A manager’s expertise is important for creating

trust, but credibility is also created when employ-
ees perceive a correspondence between what

the manager says and actually does. Trust does
not just occur. It is built up gradually through dia-
logue and interaction, helps to enhance efficiency
in organisations and reduces risk.

Trust plays a key role in organisation with major
accident potential. At the same time, avoiding

a consensus culture, naivety and “blindness” is
important. Trust in high-risk organisations should
therefore be combined with scepticism and
vigilance.” Management plays a key role here
by promoting a culture where danger signals
are taken seriously, and openness and fairness
prevail.

Management qualities which influence the per-
ception of credibility include consistency, inte-
grity, empowering employees, facilitating open
communication and the ability to learn from their
own errors and those of others.

Managers must have appropriate and adequate
expertise in risk management. Good training on
managing risk must be an integral part of ma-
nagement education in the enterprise. Managers
must understand their own role and responsibi-
lity, and have adequate knowledge of tools and
methods for risk management, their application
and their limitations.

CHECK POINTS

Does conformity exist between theory and

practice at all levels in the organisation?

* Are employees and contractors treated
with respect?

* Are one’s own errors and those of others
used for learning?

*  Are commitments and responsibilities
followed up at all levels?

* Do managers engage with and accept
responsibility for the health and safety
of employees and contractors?

* Is taking short cuts accepted in the
organisation?

7 See the discussion of “doubting one’s way” to greater understanding of risk in chapter 2.
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CHECK POINTS

* Are HSE given priority in day-to-day work?

* Is systematic attention paid to dealing with
conflicts between safety and financial goals?

* Do managers intervene in day-to-day activi-
ties when safety requirements are not met in
the same way as when targets for progress
and financial performance fail to be met?

* Do managers take responsibility for HSE and
show clearly that they give it priority on an
everyday basis?

* Do managers create and use opportunities
for dialogue about HSE with employees and
contractors?

* Do managers take short cuts over decisions
which could be significant for HSE?

* Do managers investigate whether procedu-
res and equipment are appropriate for safe
working? Are changes made if required?

* Do managers contribute to securing
adequate capacity and expertise?

* Are managers familiar with the most
importance risk conditions and how to
deal with them?

* How is expertise on risk management
integrated in the enterprise’s management
education?

Dialogue and collaboration

The way managers communicate helps to main-
tain and develop a good HSE culture. Managers
must communicate the company’s expectations
for risk management and ensure that they are
met in day-to-day work. The ability of managers
to approach and communicate values related to
risk management to their employees is crucial for
the acceptance of these values.

Effective communication is a two-way process
where the message is communicated clearly, and
where understanding and acceptance of the
message’s content are demonstrated. A manager
who actively seeks suggestions from an employee

will also motivate their subordinates and secure
valuable help in managing risk.

A prerequisite for obtaining all relevant input is
that employee knowledge and experience are
used to ensure that risk is adequately identified
before decisions are taken. Acceptance and un-
derstanding of goals and measures can only be
achieved through collaboration. Mutual influen-
ce on goals and measures can only be exerted
in a culture which promotes learning. Involving
managers and employees in all participating
companies is important. Tripartite collaboration
contributes at an overarching level to dialogue
between management, employees and govern-
ment.

Involvement of and collaboration
between management and employees
is crucial for developing and reaching
the organisation’s HSE goals

The significance of the way managers express
themselves is often underestimated. Those who
are engaged, who draw on available expertise,
and who devote time and effort will often win
the respect of their subordinates.

Giving feedback and recognition to employees
represents a strong instrument for promoting a
safe workplace and building a good HSE culture.
Good dialogue builds on constructive feedback,
active listening and mutual respect.

CHECK POINTS

* Is collaboration and involvement present
in issues relating to HSE?

* Is the safety delegate service involved in
issues relating to HSE2

* Is feedback and recognition given to those
who raise HSE issues?

Is appreciation shown if employees or

contractors halt work they feel is risky?
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5 RISK-INFORMED ENTERPRISE
MANAGEMENT IN PRACTICE

What is required to secure adequate understan-

ding of risk? Does good practice have any basic

characteristics, and are there any pitfalls the

organisation should be aware of?

Management’s responsibility for and
ownership of risk

Managers have a big responsibility for en-
suring that decisions include balancing positive
and negative aspects. Good decisions minimise
drawbacks and maximise opportunities. Before
decisions are made, a good manager will secure
a sufficient decision basis and take account of
uncertainties.

Good examples show that managers not only say
that safety will be a priority, but also follow this
up by leading the organisation towards safety

as a priority. The opposite case is the typical
“gala speech”, where the manager expresses an
expectation of a high level of safety, but leaves
it up fo the organisation to implement this without
parameters, direction and follow-up.

Another pitfall is static processes, where mana-
gers are presented with and informed about risk
but make little effort to become involved and ask
about knowledge, uncertainty and which assess-
ments are included in the decision basis.

Managers have a responsibility for and must
take ownership of risk. This includes taking ow-
nership of residual risk® in the operation of the
enterprise.

Avoid a one-sided concentration on
financial aspects

The commonest error is a one-sided concentrati-
on on financial aspects without taking account of
possible conflicts between financial and safety
goals. This is typical of organisations where risk
management is dealt with more as separate
processes than as an integral part of managing
the enterprise.

Involving all affected disciplines and
executing personnel

The PSA has seen examples of good risk mana-
gement where the players themselves say that
they “doubt their way” to greater understanding
of the decision situation by asking questions and
involving others. All affected disciplines, including
the safety delegate service, technical experts
and executing personnel, must be involved to
ensure that risk contributions are mutually under-
stood and included. Dialogue, communication, in-
volvement and employee participation therefore
play an important part in preparing the decision
basis.

Good decision-makers balance varying needs.
Technical expects take responsibility and deli-
ver a sound decision basis which permits good
unified decisions.

A common pitfall is that decisions are taken
without necessary information on location-specific
conditions and knowledge about the practical
execution of the job. Some decisions are also ta-
ken on too narrow a basis, and without ensuring
sufficiently broad knowledge and information
across individual units. If such broad knowledge
and unified understanding are lacking, the de-
cision basis will be inadequate, and fail to take
sufficient account of uncertainty and important
knowledge.

8150 31000 defines residual risk as the risk remaining after risk treatment. Roughly speaking, risks (hazards) can be divided
between known and unknown (surprises). The hazards known to the decision-maker will in some cases be consciously accep-
ted — because they have low probability and acceptance criteria are met, for example. Surprises (unknown unknowns and
unknown knowns) and the consciously accepted hazards are the main sources of residual risk. It will also result from the failure

of measures taken to eliminate risk fully.
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Numerical values from a risk
analysis must not be given more
weight than they deserve

The PSA now and again finds risk analyses
being used to document that risk falls within
a given acceptance criterion and can there-
fore be ignored. Such use of risk analyses
could be too one-sided and mechanical un-
less uncertainty is taken into account. Another
key condition is sometimes breached when
risk analyses are conducted after decisions
have been taken in order to legitimise them.

The PSA has also found that risk analyses
are used to legitimise solutions which lack
robustness and to argue away the need for
measures. In other words, a low probability
must not be relied on blindly without asses-
sing uncertainty and the consequences if an
incident should nevertheless occur.

Risk management tools are no more
than good aids

The PSA sees a wide variation in the way
risk analysis and various risk management
tools are used. In the good examples, they
serve as aids. Decision-makers play an
active role and check whether the under-
lying knowledge is strong or whether more
information must be obtained. Risk analyses
are a necessary part of the decision basis in
addition to other sources of information.

In poor examples, various tools for identify-
ing and aggregating risk are used more for
reporting than for management. These cases
reveal little understanding that these tools

can help to conceal as much as visualise risk.

Risk assessments must be specific

Examples of good risk management show
that players place great emphasis on iden-
tifying all relevant risk conditions. Quality

is ensured by taking account of the specific
nature of the activities, location-specific
conditions and operational preconditions. In-
volvement, local expertise and broad-based
knowledge are important key words here.

In examples of poor risk management, the
PSA observes the use of generic risk analy-
ses and hazard identification. Generic lists
of hazards can be used as a starting point
for brainstorming, but are not enough to se-
cure a sufficiently unified and comprehensive
decision basis.

Risk understanding also in the
execution phase

Good examples involve execution in acco-
rdance with the decisions taken and with
good understanding of risk and what this
means for the activity. Furthermore, a vi-
gilant eye is kept on possible changes and
nonconformities. The executor is assured
adequate knowledge of and expertise
about the job and the risk, and understands
how the activity is planned and which factors
must be taken into account. Furthermore,
major accident risk forms a natural part of
the decision basis for executing the job —
through various forms of risk visualisation,
safe job analyses and work permits, for
example.

Jobs are not always executed in accordance
with the decisions taken. This is often be-
cause plans need to be changed, they have
been drawn up without the involvement of
the executor, or the reason for the chosen
method of execution has not been commu-
nicated. Changed preconditions and adjust-
ments must be assessed and dealt with in a
good way.
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Another possible hazard is that execution
sticks rigidly to procedures and decisions
taken, without an understanding of the risk
picture and the possibility that this can chan-
ge. Rigid processes and procedures can lead
to “silent nonconformities”.

Change management

Examples of good risk management incorpo-
rate processes for handling change. Change
management involves assessing and mana-
ging changes on the facility, in the organisati-
on and in operations, so that HSE accord with
legislation and statutory regulations. It often
means starting afresh in understanding the
activity and the associated risk.

Examples of pitfalls could be that change
management is pursued after the event in
order to document and defend changes, and
that the actual change management process
is so complex that people seek arguments for
claiming changes are not extensive enough to
warrant the process.

Learning lessons

Learning lessons is perhaps the most difficult
component in the management cycle, parti-
cularly with regard to promoting systematic
learning in order to make knowledge availa-
ble to those who need it. The PSA’s publica-

tion on learning (PSA 201 3) emphasises that
organisational learning is a prerequisite for
safe operation. In its report on black swans
(2017), Norwegian Oil and Gas gives gre-
at emphasis to exploring good methods for
learning.

Good examples include both safety and
financial value creation in assessing whether
targets are met. Safety is clearly identified
ds a target. Furthermore, experience is trans-
ferred to relevant parts of the organisation,
other companies and industry organisations in
order to ensure implementation of the lessons
learnt.

The regulations specify requirements for
improving safety where necessary (section 23
of the management regulations, see also se-
ction 15 of the framework regulations). That
means it is important to have good processes
for identifying the need for improvement. This
manifests itself in organisations which have

a conscious relationship to whether and when
improvements are needed, and which are not
satisfied with a “good enough” mindset. See
the PSA publication on learning (PSA 201 3).
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