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Europa trenger sa mye gass Norge kan levere de neste 10-arene.
Norsk leveransesikkerhet er vesentlig for Europeisk energisikkerhet!
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Sammensatt bilde av trusler for energiforsyninger fra norsk sokkel

Theme Threat

Skewed understanding of energy security consequences in the public energy
transition discourse

Shutterstock

o Increasing emission intensity of a maturing NCS
Regulatory and
social license to

Uncertainties in regulatory framework for the future of 0&G

operate
P Uncertainties in regulatory framework for new industries
Major accidents related to maturing NCS
% Financials and innovation support affecting the development of new industries
Financials o )
Access to external caputal in the O&G industry
@ Lack of protection against cvber attacks
Security
Lack of protection against physical attacks
. Colonial pipeline ransomware attack 2021
.0 Y Challenges related to recruitment of STEM professionals
Access to
competence Challenges related to recruitment to STEM studies at the universities

Supply chain Bottlenecks in supply chain caused by geopolitical dependencies

Kilde: Rystad Energy (2023)
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Er Kl en trussel for arbeidsplasser?
Sannsynligvis snarere en del av Igsningen pa rekrutteringsutfordringer

Sysselsetting fordelt pa alder:

Oljeselskap, Oljeservice og Plattformverft.
Kilde NORCE og SSB microdata.no

Nyheter Spor ultur umor Distrikt Mer ~

Sorlandet -Tips -TV-sendinger -Utpatur -TirsdAgder -Agderipolarhistorien - Send oss bilder

Stor mangel pa sykepleiere: - Far vondt i
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Nyheter Sport Kultur Humor Distrikt Mer ~

p

Buskerud Snakkmedoss TV Radio Podkast Tipsoss!
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NHOs ferske rapport er ikke lystig lesning.
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Ref: Blomgren and Fjelldal (2022)
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teknologibedrifter: = I ytterste
konsekvens betyr det at vi ikke
kan levere det vi har forpliktet
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Kl er en del av det st@rre cyber-risikobildet

Potential entry points for cyber security attacks in the O&G sector*

'ﬁ:’“

< ¢

ol L0 Bl

@@]

Lack of competence
and owareness of
security threats can
result in cyber attacks.
In addition, people can

\hﬂ'.-"l? cruel intentions.
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Attackers can target
O&G infrastructure
through third-party

suppliers and vendors

to get access to system

and network.
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Artificial intelligence
and machine learning
can be used to spread
false information or

malware over time

\ without being ca ug.'?r;/'
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Introduction of cloud
and satellite services
increase independence
of international cloud
providers, and we leave

T

Electrification makes
O&G infrastructure
vulnerable to
electromagnetic
disruptions, tampering

\sensm've digital Imr:es./ '\\u_w'r.'? data and sys rems./,'
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Almaost 90% of NCS gas
production is covered
by Digital twin, which
involves cyber security

threats like other

digital systems.
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Interfere with physical
0&G processes directly
through OT systems or
indirectly through IT
systems.
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Data manipulations
Manipulated data can lead to incorrect
decision-making that can impact
physical operations

Phishing attacks
E-mails to trick employees to reveal
sensitive information or download
malware

Disruptions to OT system
Directly controlling physical 0&G
operations, like production and/or
security systems

Spread of false information
Al, for instance, can be trained to
spread information that is hard to tell

ifis right or wrong Electromagnetic disruptions
Interrupting electronics, causing
poorer performance or damage. Data
can also be interrupted, changed,

manipulated or sabotaged.

Espionage
Espionage seeking to
gain insights

Insider threats
Employees or contractors with access to
systems and data

Data theft

Theft of sensitive information, for instance
gas deliveries and security measures Disruptions to IT system
Indirectly interfering with physical
0&G operations, like production

and/or security systems

Ransomware attacks
Data tampering and demanding
ransom for decrypting key.
Similar to Hydro attack

Unauthorized access
Enables data manipulation or sabotage of
the physical O&G infrastructure

Infiltrating system and networks

Access to information and potentially
systems

* The overview is non-exhaustive. ; ** IT = Information technology, OT = Operation technology
Source: Rystad Energy research and analysis; NSM Risiko 2023; ABB; Petroleumstilsynet

Kilde: Rystad Energy (2023)
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Generativ Kl endrer maten vi jobber pa. Masse muligheter, men ogsa nye
risikoer som ma handteres

AlphaCode2

@) DALLE 2

{} synthesia

Forbes

Supermarket Al Gives Horrifying
Recipes For Poison Sandwiches And
Deadly Chlorine Gas
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Noen utfordringer:

e Usikkerhet (accuracy)
* Cyber-sikkerhet

e Urettferdighet (bias)
e Datavern

* Lovlighet



Kl er generisk teknologi som kan anvendes pa mange (alle?) fagfelt

Kunstig
intelligens

Deep
Learning
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Kl gir mange muligheter for effektivisering i norsk O&G-industri

Seismic processing

Seismic interpr

AutonomousArilling
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Well log interpretation
Digital well planning
Production optimization
Environmental monitoring

Improved oil recovery
Subsea leak detection

“Before applying ML, risks and the criticality of decisions Idea / Pilots & Broad "
should be evaluated. Risk evaluations should in addition to concept demonstration deployment
safety and business risks, also include ethical implications as

/\M;i” ascff‘elsp’(,)nﬂbl/ltyfor decisions made based on results from Some examples of high potential ML applications on the NCS maturity level in 2020
modadeis.
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Digital transformasjon vesentlig for norske

Norsk energi viktig for energisikkerhet :
energileveranser

g‘? Teknologi
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Graphic detail | Out in the cold

Expensive energy may have killed more
Europeans than covid-19 last winter

Our modelling estimates that high energy prices claime ,000 lives

May 10th 2023
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